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Top Attacked Users

This Security Checkup report provides a periodic overview of the threats User Name User Title Department

were handled by the policy.

detected in emails and other protected collaboration applications and how they _
John . .
Bid Coordinator -
Smith Group Business Development... -
Alan —
g J % Principal Management -
. . . : Thomas . .
Spam Emails Phishing Emails Malware Emails Commercial Mana... Regional - -
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Office 365 Mail
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This page provides an overview of the detected email threats and how they were

Events Trend
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Scanned Elements

® Phishing Malware
handled by the policy. 180 <
_' ﬁ Emails
- 874K
Total Security Events 11K -_.-w-.
Out of which: 0 9]
..r Spam J Phishing # Malware 40 Attachments
10K 564 14 ™
/ o 30.07 31.07 01.08 02.08
L , Security Events b
Top Phishing Detection Reasons Top Attacked Users Enforcgmem !
m Credentials Harvesting Financial Scam Impersonation ™ Social Engineering Other User Name User Email
160
. | Total
o 578
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Missed by Microsoft EOP

Total

@ Delivered 7,419
9,742

Moved to Junk folder 2,323

of Check Point detected attacks

Top Attacked Users - Attacks missed by Microsoft EOP

User Name

User Email
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User Title

Department

Management &

Regional - UK

Executive

Development...

Executive

Human Resources

London & South East
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Top Attacked Users - All

User Name User Email
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User Title Department

Bid Coordinator

Group External

Principal
Commercial
Country Manager
Office Services
Representative
Receptionist

Bid Coordinator

B Spam

Phishing

Malware

c
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Security Events by Department

4

Clicks on Malicious Links

Executive 681

London & South East 460

@ Northern England 380
West Of England, Midlands &

Wales 378

@ Other 8,677




SECURITY CHECKQJD | EMAIL PROTECTION | MALWARE

July 26, 2022 - August 02, 2022

This page provides an overview of the malware detected files and how they were

handled by the policy.

Malware Trend

P

m Malware

01.08
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Top Attacked Users

User Name User Email

Malware Events by Enforcement

User Title

Department

Top File Types

)
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@ Delivered

14

B e

E Xls

E Eml

E Xlsx

.Ei‘i: Other
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This page provides an overview of the detected Spam emails and how they were

handled by the policy.

Spam Events by Action
Inbound Emails 568K

Out of which:

” .
&, Spam Emails 10K @ Delivered 10K

Events Trend

®m Delivered

e - -
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Top Attacked Users

User Name

Top Senders

User Email User Title Department




Detection

Malware

Malware

Malware

Malware

Malware

Phishing

Phishing

Phishing

Phishing

Phishing
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Detection Reasons

Threat Emulation

Threat Emulation

Threat Emulation

Antivirus
Threat Emulation

Threat Emulation

'From' and 'Reply to' are different

Financial Scam

Insignificant historical reputation with sender
'From’' and 'Reply to' are different

Financial Scam

Insignificant historical reputation with sender
Suspicious-looking email text

Suspected name-impersonation from (Mike Isola, Regional...

Insignificant historical reputation with sender
'From' and 'Reply to' are different

Financial Scam

Insignificant historical reputation with sender
'From’' and 'Reply to' are different

Financial Scam

Insignificant historical reputation with sender

Subject

Recipient

Sender
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Receive Time

2022-08-(

2022-08(

2022-08-(

2022-08

2022-084

2022-08(

2022-08-(

2022-08(

2022-084

2022-08(



SECURITY CHECKQJD | SHADOW IT

July 26, 2022 - August 02, 2022

Newly Detected Platforms

\}

Top Popular Services
yammer.com
sharepointonline.com
email.teams.microsof...
autodesk.com

adp.com

google.com

Zoom.us

wetransfer.com

Social Network
Project Management
Hr Software

Search Engine

Other
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16K
962
358
250
328

Detected Apps by Risk

@ Critical
Total High
25K )
Medium
® Low

Top Active Users

User Name

8,163
1,046
16K

Detected Apps by Category

User Title Department

Principal Software

Principal Project

Technical Director
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Social Netwark
Collaboration

Project Management

Hr Software

Search Engine

File Transfer

Software Source Control
Other

16K

7.642

962
358
250
70
60
60



